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Warning Notice
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grant or otherwise, under any intellectual and/ or industrial property rights of or concerning any of A.E.T. Europe B.V. information.

Cryptographic products are subject to export and import restrictions. You are required to obtain the appropriate government licenses
prior to shipping this Product.

The information contained in this document is provided "AS IS" without any warranty of any kind. Unless otherwise expressly agreed in
writing, A.E.T. Europe B.V. makes no warranty as to the value or accuracy of information contained herein. The document could include
technical inaccuracies or typographical errors. Changes are periodically added to the information herein. Furthermore, A.E.T. Europe
B.V. reserves the right to make any change or improvement in the specifications data, information, and the like described herein, at any
time.

A.E.T. EUROPE B.V. HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO THE INFORMATION CONTAINED
HEREIN, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT. IN NO EVENT SHALL A.E.T. EUROPE B.V. BE LIABLE, WHETHER IN CONTRACT, TORT OR OTHERWISE, FOR ANY
INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER INCLUDING BUT NOT LIMITED TO DAMAGES
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USE OR PERFORMANCE OF INFORMATION CONTAINED IN THIS DOCUMENT.

© Copyright A.E.T. Europe B.V., 1997 - 2011.
All rights reserved.

8SafeSign is a trademark of A.E.T. Europe B.V. All A.E.T. Europe B.V. product names are trademarks of A.E.T. Europe B.V. All other
product and company names are trademarks or registered trademarks of their respective owners.

Credit information:
This product includes cryptographic software written by Eric A. Young (eay@cryptsoft.com)
This product includes software written by Tim J. Hudson (tjh@cryptsoft.com).

Contact Information: A.E.T. Europe B.V. ﬂ' '€ T
IJsselburcht 3 info‘ aeteurope.nl | support@aeteurope.nl
NL-6825 BS http://www.aeteurope.com/
A SafeSign Identity Client i duct developed |
j afeSign Identity Client is a product develope
NL-6802 EL Amhem palectan ientty Ll
The Netherlands | ¥
Tel. +31-26-365 33 50 )
Tel. Support  +31-26-365 35 43 gg%yélr%htr(ﬁ; ﬁg{héﬂy} éK;.E.T. Europe B.V.,
Fax +31-26-365 33 51 All rights reserved. '
© 2011 A.E.T. Europe B.V. Il Edition 1.0

Doc ID: SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description



IDENTITY CLIENT

Product Description ﬂ' € T

SafeSign Identity Client Standard Version 3.0.45 for MAC OS X

Document Information

Filename:

Document ID:

Project Information:

Product Description
SafeSign Identity Client Standard

SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description

SafeSign Identity Client Release Documentation

Document revision history

Version

Date

Author

Changes

1.0

14-11-2011

Drs. C.M. van Houten

First edition for SafeSign Identity Client Standard Version 3.0.45 for MAC OS X

WE RESERVE THE RIGHT TO CHANGE SPECIFICATIONS WITHOUT NOTICE

© 2011 A.E.T. Europe B.V.

1] Edition 1.0

Doc ID: SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description



saF @ Product Description ﬂ. € T

IDENTITY CLIENT SafeSign Identity Client Standard Version 3.0.45 for MAC OS X

Table of contents

Warning NOUICe ....iieuirmeireimmsmmeimesmmasmasmnesmmassnssnesssssnsssassnsssnssnnssnssnsssnssnnssnssnnssnnssnnsnnssnssnnsen L1

Document INformation.....ccucsereesesesassesasasassssnsssasassnsssnsnssssnsnsassnsnsnsnsnnsnsnsnsnnsnssnnsasnsnsnnsns LLL

Table Of CONtENTS....ccvrrrrererereseresss s s sasasasnsnssssssnsasnsasasasssasasanannsnsnsnnnnnnnnsannsnnnnsnsnsnnnsnsns LV

T o T LT =

Yo T TUL ol o 3 L0 0 Lo o ¥ 3 1= 3 1 T ! 4 §

1
2

3
3.1

4

4.1
4.2
4.3
4.4
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7

B3 1o Lo LT o o o T |

SafeSign Identity Client for MAC OS X Functionality ......c.ccoorirmummsnmsmmnnassnsmnenn 1

L 1 o = |

T DT LA o1 =] o T 1T a7 Yo o 2
Tested ConfigurationsS.....ccoiiimirermsimeiremmnsrreres s e s n s nn s nnnsen 3

APPHCAtIONS ...ceeeee s R RRRRRRRRRRRRRRRERERRRRRRRRRRRRRRRRRRRRRRRRE 4
0Ttz K] o g T 4
e (o] o 1IN 2 L= o[ 4
L0]01< 01Tl TP TP TP PPRPPPUPTPTPRPRTRT 4
(@] o= I O T N 5
LRGS0 = 1] g 10l 5
B a1V Ta T L=l T e Il o (o 5
T2 (0D Q=) W o) (P 5

3 13 7= 11 = o o T )

INSTAllatioN PrOCESS iuuuiteuurnnssrnnssnnnssnnsssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnssssnsssnnnssnnss 6
Verify installation ... s s sss s nnnssssnnnssssnnnssssnnnnsssnnnnnns 10

Installation of SafeSign Identity Client Security Module.........cccccirmuireiresnnnnn 11
= o) 11

KNOWN ISSUES...uturreruetnrsmssesansassnssnsansasssssssnsnssnsssssnsnsssssnsnssnssnsansnssnsnnsnnsnssnnnnnnnnss LD

Token Administration ULility ...c.ciieeiimmmeciimmmmsmmmemmemmsssmmsssmmssssmnssssmnenssssnnssssnnssssnnsssssnnnnnns 15
LA o TSI o) o PP PPTPPRPIN 15
gL 4= (0] = o PP 15
SROW DIGItAl IDS teveverrrrrerernrnrssnsnnssnsnsnsnsenssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnsnnnnns 15
IS T T o (= o T 1 o PPN 15
[ Tor= 172 1T ] o TP 15
HEIP: VEISIONS INFO ..iiriiiiiiie st e s e s e e e s e e e e e e e e e e e e e e s s e s eaa e e s e e e s e enna e s ernnsernnnnns 15
SafeSign UninStaller .u..iiiieiiimeeiiimesimiensssimmnssssmmsssssmnsssssmnsssssmnsssssmmssssmmmsmsssssmnssssmnsssssmmsssssmnnssssnnnns 15

© 2011 A.E.T. Europe B.V. v Edition 1.0
Doc ID: SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description



saF @ Product Description ﬂ. € T

IDENTITY CLIENT SafeSign Identity Client Standard Version 3.0.45 for MAC OS X

List of Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 7:
Figure 8:
Figure 9:
Figure 10

Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:

Install SafeSign Identity Client: Welcome to the SafeSign Identity Client InStaller............uuvuuuviiimiiiiiiiiie 6
Install SafeSign Identity Client: Important Information Agreement
Install SafeSign Identity Client: Software License Agreement.........
Software License Agreement: Agree to the terms..........cceevrinnen.
Install SafeSign Identity Client: Standard INSEAll...........uuuuuuuuuuiiiiiiii s raaasnsannnnaas
Install SafeSign Identity Client: AUtNENTICALE. ... .uviiiriiiiiii i e e bbb s are e e
Install SafeSign Identity Client: The software was successfully installed.
Token Administration Utility: CCID Smart Card REAAEN ......cccicueiiiiriiiiiiiis e s ne s s nne s s srae e
: Token Administration Utility: SafeSign TOKEN .......ccoeiiiiii i
Firefox Device Manager: Security Modules and Devices
Firefox Device Manager: Load PKCS#11 Device ...........ceeeeennn.
Firefox Device Manager: Load SafeSign
Firefox Device Manager: Are you sure you want to install this security module? ........
Firefox Device Manager: A new security module has been installed ..............cceeerneee.
Firefox Device Manager: SafeSign Security Module
Firefox Device Manager: Token inserted
Firefox: Prompt......ccccceeeveiieee,
Firefox: Unable t0 add MOUIE ........cccuiiieiiii et e e e s e e e s s s s b e e e e e s s e ssssnr e e e eeseesssnneeaesennanrrnneaaneenns
Firefox: External security module successfully deleted .......coouiieiiiiiiiiii e

© 2011 A.E.T. Europe B.V. \ Edition 1.0
Doc ID: SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description



SaF Product Description
@ SafeSign Identity Client Standard Version 3.0.45 for MAC OS X ﬂ€ T

IDENTITY CLIENT

About the Document

This product description defines the features and supported configurations of SafeSign Identity Client Standard for MAC
OS X and that were tested by its developer A.E.T. Europe B.V. and describes its installation process.

Edition 1.0
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1 Introduction

SafeSign Identity Client for MAC OS X is a software package to enhance the security of applications that
support PKCS #11 by hardware tokens, i.e. smart cards, USB tokens or SIM cards.

The SafeSign Identity Client package provides the SafeSign Identity Client PKCS #11 library for MAC OS X that
allows the user to generate and store public and private data on a personal token.

2 SafeSign Identity Client for MAC OS X Functionality

SafeSign Identity Client for MAC OS X includes all functionality necessary to use hardware tokens in a variety
of Public Key Infrastructures (PKIs). This includes:

PKCS #11 for integration with applications supporting PKCS #11, including Mozilla Firefox and Adobe Reader.
PKCS #12 support.
PKCS #15 support.

Product Description with installation instructions for end users (no developer documentation). All documentation is in
the English language.

PKG package for installation on the MAC OS X platform.
Token Administration Utility to change PIN, etc.

© 2011 A.E.T. Europe B.V. 1 Edition 1.0
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3 Features

In principle, SafeSign Identity Client Standard Version 3.0.45 for MAC OS X 10.6 supports all the features of
SafeSign Identity Client version 3.0.45 for Windows, if such functionality is available for the MAX OS X 10.6
platform.

3.1 Multi-token support
SafeSign Identity Client version 3.0.45 for MAC OS X 10.6 supports multiple tokens.

Refer to the list of tested configurations which (USB) tokens and readers have been tested (paragraph 4.3).

© 2011 A.E.T. Europe B.V. 2 Edition 1.0
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4.1

4.2

4.3

4.4

Tested Configurations

SafeSign Identity Client Standard version 3.0.45 for MAC OS X 10.6 was tested with the smart cards, USB
tokens, smart card readers, applications and Macintosh environments listed below.

Note that though SafeSign Identity Client is designed to support an extensive range of tokens, only a specific
number of tokens / readers (combinations) have been tested with MAC OS X, as part of AET’s Quality
Assurance procedures.

Note that this does not imply that all tested tokens / readers (combinations) work flawlessly, nor that other
tokens / readers (combinations) do not work.

SafeSign Identity Client version

The version numbers of the components installed by SafeSign Identity Client Standard version 3.0 for MAC OS
X, release 3.0.45, are:

Description File name File version
Java Card Handling Library libaetjcss.dylib 3.0.2335
PKCS #11 Cryptoki Library libaetpkss.dylib 3.0.2311
Token Administration Utility | tokenadmin 3.0.2335

This information can also be found in the Version Information dialog of the Token Administration Utility.

Operating System

SafeSign Identity Client Standard version 3.0.45 for MAC OS X 10.6 comes in a standard version for the
following environments:

J MAC OS X 10.6.8

Tokens

SafeSign Identity Client Standard version 3.0.45 for MAC OS X 10.6 has been tested to support the following
tokens:

. Java Card v2.2+ / GlobalPlatform 2.1.1 compliant JCOP cards, including JCOP21, JCOP41, J2A080 and
the CrypToken MX2048-JCOP USB Token (with JCOP21 v2.3.1);
o CardQOS smart cards developed by Siemens: CardOS 43B.

Smart Card Readers

Only PCSC 2.0 Class 1 readers are supported. For certain supported readers it is of essential importance which
smartcard reader driver is installed and used.

The following reader drivers in combination with the default PCSC-lite and CCID version within Mac OS X
10.6.8 were tested:

. SCM SCR 3311

. ACS ACR 38

The following reader drivers in combination with the default PCSC-lite version within Mac OS X 10.6.8 and
proprietary HID Global Omnikey reader drivers version 3.0.2 for Mac OS X 10.6 i386 were tested:

J OmniKey CardMan 3121
o Cherry SmartTerminal-1044U
. Marx CrypToken JCOP21 v2.3.1

© 2011 A.E.T. Europe B.V. 3 Edition 1.0
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4.5 Applications
SafeSign Identity Client Standard version 3.0.45 for MAC OS X 10.6 supports the following applications.

4.5.1 LocalSigner
Application version tested is 2.5.3.
LocalSigner takes only the first reader into account, i.e. the reader connected to the first Slot from the PKCS
#11 Slot_ID_list.
Should it be necessary to enumerate all of the user certificates from a smartcard placed in the first reader
attached to the Mac, this would need to be additionally configured by marking the appropriate checkbox in the
LocalSigner signature dialog.

4.5.2 Adobe Reader
Application version tested is 10.1.0.
In order to use Adobe Reader with qualified signatures, the PKCS #11 access to the smartcard must be used,
because the latest AET TokenLounge (minimal) implementation cannot display a PIN from that context (due to
the limitations imposed by the OS). This implies that web authentication based on a qualified certificate with
tokend-aware apps (such as Adobe Reader) cannot work at all regardless of whether the qualified certificate is
suitable for web authentication, unless such a tokend-aware web authentication app offers a direct PKCS#11
card access (like Adobe Reader).
The direct PKCS#11 access to the smartcard has to be configured through Edit->Protection->Security
settings. Expand the "Digital IDs" tree node and select "PKCS#11 Modules and Tokens" sub-tree node and
click on the "Attach Module". The file path to the SafeSign IC's PKCS#11 is by default
"/usr/local/lib/libaetpkss.dylib".
After the previously described configuration steps are executed, Adobe Reader will show every time two
instances of all user certificates which are placed on a smartcard. This further means that a user will have to
choose the right instance that originates from the PKCS#11 source and not from the tokend in order to
successfully sign a PDF document. The only token of recognition of a user certificate that originates from the
PKCS#11 source is an extra PIN entry box which is going to be placed directly under the selected user
certificate, provided that the user is not already authenticated with his/her PIN to the smartcard. If the latter is
the case, there will be no extra PIN entry box, but the previously chosen qualified user certificates is going to
be at the first place in the certificates list.

4.5.3 OpenOffice
Application version tested is 3.3.0.
According to the following article: http://wiki.services.openoffice.org/wiki/How to use digital Signatures,
OpenOffice.org is looking for a certificate in the mentioned profiles according to the following search order:
1. The environment variable MOZILLA_CERTIFICATE_FOLDER
2. The Thunderbird profile
3. The Mozilla suite profile
4, The Firefox profile
and that further implies that the trust chain for a certain user certificate has to be properly imported and
configured in that certificates store which is (configured to be) used on a particular system.

© 2011 A.E.T. Europe B.V. 4 Edition 1.0
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4.5.4 Certificates - CA/user
All CA (root and intermediate) certificates have to be imported to the appropriate certificate stores prior to any
smartcard based use-case is executed.

4.5.5 KeyChain Access
All CA (root and intermediate) certificates have to imported to work with keyChainApp. The appropriate
store/keychain under the KeyChainAccess app is the "System" keychain for these certificates.

4.5.6 Thunderbird cert store
All CA (root and intermediate) certificates have to imported to the appropriate CA Thunderbird certificate
store.

4.5.7 Firefox cert. store
All CA (root and intermediate) certificates have to imported to the appropriate CA Firefox certificate store.

© 2011 A.E.T. Europe B.V. 5 Edition 1.0
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5 Installation

5.1 Installation Process

Note that users need to have sufficient privileges and basic knowledge of Mac OS X to install SafeSign IC
3.0.45 for MAC OS X 10.6.

1 Save the installation file (.pkg.zip) to a location on your MAC computer and double-click it.
This will result in an installer package that can be installed.

= Click the file to install

2 This will open the Welcome to the SafeSign Installer window, introducing the package contents:

« Install SafeSign Identity Client
Welcome to the SafeSign Identity Client Installer
This package will install SafeSign cryptographic middleware on your

@ Introduction Mac 08 X. Please follow the instructions in the ins:aller carefully as
disregardng them may lead (o a broken installation.

Read Me

' . Y
Go Back (_ Continue )

Figure 1: Install SafeSign Identity Client: Welcome to the SafeSign Identity CI!i/ent Installer

=» Carefully read the introduction and click Continue to proceed to the next step of the installation process

=>» Note that SafeSign Identity Client for MAC OS X will only run on MAC OS X 10.6.8 or up

© 2011 A.E.T. Europe B.V. 6 Edition 1.0
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3 Upon clicking Continue, a dialog with some important information is displayed:

w Install SafeSiyn Identity Client

Important Information

+ Usersofiniel ased Macintash computers MUST NOT instal

@ Introduction smartcard reader crivers that are not Universal Binarles as
ins.alling lhese crivers will corrupl the smar. card subsyslem.
@ Read Me Please rzad the documentation supplied with your smart card

reader drivar carefully before insalling it. Mast CCID compliani

License devices work with the standard Apple CCID driver.

Destinaticn Select N .
+  SaleSign for Mac OS X will ony runon Mac OS X 10.6 orup.

For guestions abcut this installation please conlact your resellervendor.

ummary

\.

Print... ) ( Save.. (" GoBack ) ( Continue )

5

Figure 2: Install SafeSign Identity Client: Important Information Agreement

= Click Continue to go to the next step

4 The next window will display the SafeSign License Agreement:

w Install SafeSiyn Identity Client

Software License Agreement

| English ¥
@ Introduction
Safesign License Agreement -~
& Read Me
) AET. Europe BV,
© License IJsselburcat 3
NL - 6825 BS Amnhem
Destinaticn Select The Netherlands
nstallation Type SafeSign license Terrs and Conditinns
1 Clause 1
Subjactto the terms and conditons of this Agreement, &.ET. Europe BV
Summary {hereinzfter: AET) g-ants to Licensee 2 non-exclusive, non-transferzble and

nen-objectionable license to use Safesigr. Licensze is not granted any
ownership rights. Licenses are granted on the cordition that the Licensee
fully complies with the terms and conditions of this Agreement. All
inteleciual ard industial ownership ights ave and will rermain the exclusive
property o AET. Licensee is 2xplictly forbicden at all tines te transfer,
lease. sib-licznse cr orant limited rights to (portions of) Safesion. cr ta
transfer SafeSign to any third partizs in whatever nanner or for whatever
purpose.

2 Clause 2
The Licensze is prohibited fram remaoving or modifying in any manrer and
fer whatever puroose, any notices wit1 regard to copyright, brand names,

\.

Print... ) ( Save.. (" GoBack ) ( Continue )

Figure 3: Install SafeSign Identity Client: Software License Agreement

Please read the License Agreement carefully and scroll down to read the whole text.

=» Click Continue when you have read and understood the License Agreement

r Note
In order to go back to the previous step in the installation process, click Go Back

In order to quit the installation process, click the red button in the top left corner of the dialog.

© 2011 A.E.T. Europe B.V. 7 Edition 1.0
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Upon clicking Continue, you will be asked to agree to terms of the software license agreement to continue
installation:

To centinue installing the seftware, you must agree to the terms of
the software license agreement.

Click Agrze 10 continue or click Disagree to cancel the Installation.

(" Disagree ) (  Agree )

Figure 4: Software License Agreement: Agree to the terms

= Click Agree when you agree to the terms of the Software License Agreement and wish to continue
installing SafeSign.

If you click Disagree, you will return to the Software License Agreement window.

Upon clicking Agree to accept the terms of the Software License Agreement (in Figure 4), SafeSign IC will be
ready to perform a standard installation for all users on the computer:

« Install SafeSign Identity Client

Standard Install on “SnowLeopardTestApps”

O Introduction
® Read Me This will take 56.6 ME of spacc on your comouter.

O License Click Install to perform a standard installation of
this software for al users of this computer. All
users of Uiis cormputer will be able Lo uze Lhis

@ Installation Type sofoware.

© Destination Select

e - >
| Change Install Location... |

r'd N
[ GoBack [ Install

Figure 5: Install SafeSign Identity Client: Standard Install

= When you have selected the destination to install SafeSign Identity Client in, click Install

Note

You can change the installation location by clicking Change Install Location.

© 2011 A.E.T. Europe B.V. 8 Edition 1.0
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7 Upon clicking Install, you may be asked to authenticate with username and password:
Authenticate

o Installer requires thar you type your password.

Y

Name:

Password:
[T] Detalls
@ (cancel ) ( oK )
Figure 6: Install SafeSign Identity Client: Authenticate
This may happen if you do not have sufficient privileges (because you need sufficient rights to install the
SafeSign software).

=>» Enter the name and password of the root (administrator) and click OK to continue

8 Upon clicking OK, SafeSign Identity Client will be installed.

You will be informed when the installation process is completed:

« Install SafeSign Identity Client

The installation was completed successfully.

@ Introduction

© Read Me
@ License
@ Destination Select

© Installation Type The installation was successful.

@ Installation

O Summary The so“tware was installed.

—— T
Gu Back [ Close )
e

Figure 7: Install SafeSign Identity Client: The software was successfully installed

=» Click Close to close the SafeSign Identity Client Installer.

© 2011 A.E.T. Europe B.V. 9 Edition 1.0
Doc ID: SafeSign-IC-Standard_3.0.45_MACOSX_Product_Description



saF @ Product Description ﬂ. € T

IDENTITY CLIENT SafeSign Identity Client Standard Version 3.0.45 for MAC OS X

5.2 Verify installation

When SafeSign Identity Client is installed, you can verify that installation is successful by checking for the
presence of the Token Administration Utility (fokenadmin.app in the Applications folder):

o000 Token Administration Utility
Reader or Token Name Token Status
# CCID Smart Card Reader 0 0 absent

Figure 8: Token Administration Utility: CCID Smart Card Reader
Note that in the example above, the native MAC OS X CCID smart card reader driver is installed and that a

CCID compliant smart card reader is attached (in our case, the CardMan 3121 USB smart card reader).

When you insert a token, the Token Administration Utility will either display that a blank token is inserted (that
can be initialised) or that a token with a token label has been inserted (as below):

ene Token Administration Utility
Reader or Token Name Token Status
& SafeSign Token operational

Figure 9: Token Administration Utility: SafeSign Token

All features of the Token Administration Utility are available to you (apart from the Task Manager). Refer to
the SafeSign Identity Client Token Administration Utility User Guide for Windows.

© 2011 A.E.T. Europe B.V. 10 Edition 1.0
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6 Installation of SafeSign Identity Client Security Module

When you have installed SafeSign Identity Client, you may want to use SafeSign Identity Client with such
applications as Firefox and/or Thunderbird or other (PKCS #11) applications that support the use of tokens,
such as Adobe Reader.

In order to do so, you should install or “load” the SafeSign Identity Client PKCS #11 library as a security
module in these applications®.

As an example, the installation of the SafeSign PKCS #11 Library in Firefox is described.

6.1 Firefox

1 In Firefox, go to Firefox > Preferences > Advanced > Encryption > Security Devices:

Device Manager [ =]

Security Modules and Devices Details Value

Log in
¥ NS5 Internal PKCS #11 Module
Generic Crypto Services Log Out
Software Security Device
¥ Builtin Roots Module Change Password
Builtin Ohject Token ———
\ Load )
Unload
(" EnableFiPs )

4
Figure 10: Firefox Device Manager: Security Modules and Devices

The SafeSign Identity Client PKCS #11 module is not yet installed.

= Click on Load to load a new module

2 Upon clicking on Load, you can enter the information for the module you want to add:

enn Load PKCS#11 Device =]

Enter the information for the module you want to add.

Module Name: New PKCS#11 Module

Module filename: (" Browse.. )
| bt B

( Cancel ) € 0K )

Figure 11: Firefox Device Manager: Load PKCS#11 Device

! This is customary for PKCS #11 applications, where you need to load the cryptographic library or make reference to the library to be
used for cryptographic / token support.

© 2011 A.E.T. Europe B.V. 1 Edition 1.0
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3 =>» Enter a name for the security module, e.g. SafeSign Identity Client and type in the name of the SafeSign
Identity Client PKCS #11 library (i.e. libaetpkss.dylib):

000 Load PKCS#11 Device =)

Enter the information for the module you want to add.

Module Name: SafeSign Identity Client

Module filename: libaetpkss.dylib (" Browse.. )

(" cancel ) ( 0K )

Figure 12: Firefox Device Manager: Load SafeSign

= Click OK

4 You will be asked to confirm installation of the security module:

p— Confirm
V|

s’ A Are you sure you want to install this security module?
Maodule Name: SafeSign Identity Client
Path: libaetpkss.dylib

“Gancel) ( Ok )
§ b ( _

Figure 13: Firefox Device Manager: Are you sure you want to install this security module?

= Click OK to continue installation

5 You will be informed when the module is successfully loaded:
Alert
' A new security module has been installed
L]
ok )
Figure 14: Firefox Device Manager: A new security module has been installed
= Click OK
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The SafeSign Identity Client PKCS #11 Library will now be available as a security module in Firefox:

o000 Device Manager (=]
Security Modules and Devices Details Value i
¥ NS5 Internal PKCS #11 Module Module SafeSign Identity...
Generic Crypto Services Path libaetpkss.dylib Log Out
Software Security Device
¥ Builtin Roots Module Change Password
Builtin Ohject Token —_—
¥ SafeSign Identity Client L Load J
CCID Smart Card Reader 0 0 F .
| Unload )
(" EnablerPs )

4
Figure 15: Firefox Device Manager: SafeSign Security Module

Under the name of the security module (*SafeSign Identity Client’, as specified in Figure 12), the available
devices are displayed.

In this case, there is only one device installed, a smart card reader identified by the label *CCID Smart Card
Reader’. No token is inserted in the reader.

When the token is inserted, the label of the token will be displayed:

o000 Device Manager (=]
Security Modules and Devices Details Value i
¥ NS5 Internal PKCS #11 Module Module SafeSign Identity...
Generic Crypto Services Path libaetpkss.dylib Log Out
Software Security Device
¥ Builtin Roots Module Change Password
Builtin Ohject Token —_—
¥ SafeSign Identity Client L Load J
SafeSign Token e ——
| Unload )

(" Enablerrs )

4
Figure 16: Firefox Device Manager: Token inserted

Note that there may be different reader and token combinations (so-called “slots”), for example, a smart card
in a smart card reader or a USB token.
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®<:

®<:

You can now use your SafeSign Identity Client token in Firefox for such operations as web authentication,
where you will be asked to select a device and enter the PIN:

N Password Required

u Please enter the master password for the marx token.

i Cancel_\ E OK 3

Figure 17: Firefox: Prompt

Installation Fails

When installation of the SafeSign Identity Client PKCS #11 library as a security module in Firefox fails, the
following prompt will be shown:

Alert

' Unable to add module

ok )
Figure 18: Firefox: Unable to add module

=>» Verify that you have provided the correct name, i.e. /ibaetpkss.dylib (located in /usr/local/lib)

Delete Module

It is possible to delete the SafeSign Identity Client security module, by clicking Unload.

Upon clicking Unload, the module will be deleted:

PN Confirm

I . Are you sure you want to delete this security module?
Module Name: SafeSign Identity Client
( Cancel § oK

Figure 19: Firefox: External security module successfully deleted
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7 Known Issues

7.1 Token Administration Utility

7.1.1 Wipe token
The function Wipe token is applicable to series completion tokens (production tokens). It allows you to wipe
the contents of a series-completed token.
This function does not work in SafeSign IC version 3.0.45 for MAC OS X 10.6.

7.1.2 Initialize token
The function Initialise token is applicable to non-series completion tokens (test tokens). It allows you to re-
initialise a token with a new PUK and PIN.
This function does not work in SafeSign IC version 3.0.45 for MAC OS X 10.6.
It is not possible to initialize test-completed tokens. Initialisation should take place on a Windows Operating
System or in a personalization facility.

7.1.3 Show Digital IDs
The function Show Digital IDs enumerates all Digital IDs from a token.
In SafeSign IC version 3.0.45 for MAC OS X 10.6, it enumerates correctly all the certificates from the
smartcard, until the inserted smartcard is removed (Show Digital IDs window has to stay opened to reproduce
this incorrect behaviour).
If the same or any other smartcard is then inserted, the already opened window “Show Digital IDs” is not
going to enumerate and show any certificates from the newly inserted smartcard. The working functionality
can be re-established by closing the Token Administration Utility and opening it again.

7.1.4 Show Token Info
CardOS 4.3b smartcards are recognized/called under the Token model section as "Belgian eID".
StarCos 3.4c smartcards are recognized/called under the Token model section as "G&D StarToken 350".

7.1.5 Localization
The Token Administration Utility with its associated PIN and qualified PIN entry dialogs is always going to be
loaded in the English language.

7.1.6 Help: Versions info
For the component "Java Card Handling Library" under the column "File versions" displays "unknown".
For the component "PKCS #11 Cryptoki Library" under the column "File versions" displays "unknown".
When you click to save the version info, the version numbers in the resulting file are unknown as well.

7.2 SafeSign Uninstaller
After "SafeSign Uninstaller" is run for the first time, it is going to do a graceful de-installation of both
"tokenadmin.app" and itself. In other words, SafeSign IC is going to be gracefully de-installed.
If after this operation, SafeSign IC is again installed to the same system, "SafeSign Uninstaller" is not going to
be installed.
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